
Shekou International School Model United Nations 2021| Annual Session 

 Research Report | Page 1 of 11 

 

Forum: Human Rights Council  

Issue: Combatting the proliferation of misinformation and hate speech online 

Student Officer: Karen Lai  

Position: President of Human Rights Council  

 

Introduction 

The proliferation of misinformation and hate speech on various media platforms is 

prominent all over the world. Although social media platforms serve as a means to share 

information and enhance connectivity and civil engagement, these platforms can be used to 

spread misinformation and hateful content. Misinformation and hate speech may seem minor 

and can be disregarded however, the COVID-19 pandemic has demonstrated the impact of this 

issue as it shows how fast information can spread. In the midst of this massive pandemic, social 

media platforms are used as weapons to incite panic, confusion, and disharmony. Therefore, 

the proliferation of misinformation and hate speech in the time of a pandemic can have political, 

psychological, and economic impacts both online and offline.  

 

As an example of alleviating this issue, in early January of 2021, Twitter demonstrated 

their ability to go against disinformation by directing its users to reliable sources and suspending 

untrustworthy political accounts. Furthermore, many other countries have also initiated action to 

prevent the harmful impacts of misinformation and hate speech. France, Germany and 

Singapore are now levying large fines against platforms that do not restrict dishonest and illegal 

content after being flagged or notice. Fact-checking organizations have also been working to 

counter fake news campaigns; for instance, reports on “cures” against COVID-19 have been 

countered in India. Between January and March of 2020, an increase of 900% in fact-checks 

related to COVID-19 occurred. (Reuters). The report also mentions that a mere 20% of total 

misleading content during this period had come from well-known public figures.  

 

Despite the fact that media platforms have democratized the internet, these platforms 

can also create massive conflict due to allowing the proliferation of misleading and erroneous 

information at such a fast pace. (Lohani) 
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Definition of Key Terms 

Proliferation   

Proliferation refers to rapid growth or the rapid increase in numbers. Proliferation within 

the topic’s context refers to the increase and spread of dishonest and hateful content.  

 

Misinformation  

 Misinformation refers to content that is inaccurate or false, especially for the purpose of 

deceiving a person or group. Misinformation can be spread easily on various platforms and are 

often impactful in a malicious manner.  

 

Hate Speech 

Hate speech is defined as threatening or abusive content in the form of writing or speech 

that conveys prejudice against a particular person or group. Hate speech is often used as a way 

to target a particular group on the basis of sexual orientation, religion, or race. As an example, 

this type of content can also refer to news stories that intentionally incite hate or anger against a 

certain group that may include elements of “fake news”.  

 

Online  

Online refers to everything that operates under the control of or connected to a 

technological device. Misinformation and hate speech are often spread through various social 

media platforms online in order to attract users’ attention.  

 

Fake News  

Fake news can be found in propaganda campaigns organized by political parties, 

governments, or a variety of online communities such as Reddit or Twitter. These campaigns 

can be used as “weapons” on social media as they are able to gain attention quickly and gain 

trust from these online users.  

 

Disinformation  

 

 

Background Information 

 

Hate Speech on Social Media   

 Although social media platforms allow users to share insightful information, these 

platforms can also be used by hate groups to reach wider groups of audiences. As these 

platforms earn profit by maximizing viewing or reading times, platforms such as Facebook gain 

profit by enabling advertising companies to target audiences with precision; it is in these 
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platforms interests to push people to find communities where they will spend the most time. 

Because of these online business models that attract users to engage in online conversations, 

hate speech can be very common when particular groups have conflicting beliefs.  

 A correlation was discovered between anti-refugee posts on Facebook coming from far-

right Alternative for German party and attacks on refugees in Germany. Furthermore, white 

supremacist activists have gathered racist communities online and have also embraced various 

platforms to publicize their acts. An example of this can be seen in the case of the Charleston 

church shooter, who murdered nine worshippers and black clergy in June 2015. This case 

demonstrates the consequences of the proliferation of misinformation and hate speech online 

as the shooter claimed that he had engaged in a “self-learning process” online that pushed him 

to believe that the ultimate goal of white supremacy involved violent actions.  

   

 

The Issue of Deceptive Content Online 

According to Stephan Lewandowsky, a cognitive scientist at the University of Bristol who 

studies the spread of disinformation, “Democracy relies on people being informed about the 

issues so they can have a debate and make a decision” however, she mentions that “ “Having a 

large number of people in a society who are misinformed and have their own set of facts is 

absolutely devastating and extremely difficult to cope with.” (Lewandowsky). As a result, media 

propaganda along with conspiracies have been used to threaten democracy through grabbing 

users’ attention. Similarly, many companies are able to profit from attention-grabbing, causing 

the presence of information to rapidly spread regardless of the source or the content of that 

information.  

Another issue with platforms such as Facebook is the way social networks evolve. As 

disinformation of Facebook often circulates among friends and family that share similar beliefs 

and ideologies, misinformation and hate speech targeting a particular group are less likely to be 

reported. Furthermore, legal fact-checking organizations may also be targeted by sources that 

create or consume fake news by spreading it at a rapid pace which is able to gain people’s trust.  

Search engines such as Google have also tweaked their algorithm “to help surface more 

authoritative pages and demote low-quality content” in order to “help our algorithms in demoting 

such low-quality content and help us to make additional improvements over time” however, 

0.25% of daily search inquiries include content that is considered as offensive and misleading. 

(Gomes). According to the Washington Post, Google users “could be seeing as many as 7.5 

million misleading results every day.”  
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Major Countries and Organizations Involved 

 

United States of America   

 In the United States of America (USA), approximately 70% of citizens believe fake news 

and misinformation have greatly impacted their trust and confidence in government institutions, 

according to the Pew Research Center. More than half of Americans view fake news as a bigger 

threat compared to illegal immigration, violent crime or racism, and terrorism. Fake news and 

misinformation have impacted the US political warfare under Trump’s presidency starting from 

the 2016 presidential race, influencing numerous citizens’ political ideologies. According to the 

Committee to Protect Journalists (CPJ), political figures such as Trump who has repeatedly 

spread “fake news” are “dangerously undermined truth and consensus in a deeply divided 

country” especially in the midst of COVID-19 where misinformation has led to the creation of 

harmful beliefs regarding what cures the virus. Moreover, according to a Pew Research Center 

survey about the virus, only 33% of Republicans regarded the outbreak as a major threat to the 

health of all citizens; on the other hand, more than half of Democrats (59%) recognized the 

severity of COVID-19. The report from CPJ also mentioned that Trump’s strategic method of 

defining “fake news” has encouraged authoritarian leaders in other nations to do the same with 

this phrase in order to justify press restrictions. It mentions that political figures of Hungary, 

Turkey, the Philippines, China and Cambodia are some of the few that have cited Trump and 

“fake news” in order to restrict press within their own countries between January 2017 and May 

2019, where 26 countries introduced laws and rules that restricted online media and journalistic 

access in order to prevent the spread of “fake news.” (CPJ)  

 

Russian Federation   

The proliferation of misinformation and hate speech online in the form of propaganda and 

censorship is prominent within the nation. An example of this can be seen in Russia’ state 

media that actively promoted Brexit supporters and undermined Hillary Clinton’s presidential bid 

in 2016 in order to go against Western democracies, according to journalists of the Russian 

news channel RT and the Kremlin-backed outlet. (Scott). The study conducted by the Oxford 

Internet Institute also discovered that RT’s network of news sites in more than 30 languages are 

also promoting anti-West narratives in order to boost Russia’s presence globally. Although the 

network promotes extremely biased narratives, the platform has tens of millions of followers 

across social media which successfully influences massive amounts of people in believing their 
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stories. Furthermore, RT journalists have also stated that they were not told to promote Trump, 

but were told to spread information that attacked Clinton, Trump’s Democratic opponent. 

Censorship in the country has also been a big part of the country’s online platforms, allowing 

media outlets such as RT to push biased narratives.  

 

Republic of India  

 The proliferation of fake news online is prominent in the Republic of India due to its 

inadequate regulation of fake news under its law. Moreover, popular apps such as WhatsApp 

within the country are also able to fuel fake news and violence in India. WhatsApp, the most 

popular messaging platform in India, has become a platform that contains large amounts of 

misinformation and propaganda. According to a Reuters survey conducted on English-language 

Indian internet users, they discovered that 52% of these users received their news from 

WhatsApp. This poses as a danger to the community as a BBC research analysis found that 31 

people were murdered in 2017 and 2018 due to mob attacks influenced by misinformation and 

rumors on WhatsApp and other social media platforms.  

 The proliferation of misinformation can also be seen before the elections as main parties 

of India, the governing Bhartiya Janata Party (BJP) of Prime Minister Narendra Modi and the 

opposition Congress, were using the power of WhatsApp to influence 900 million eligible voters 

within the country. Both parties were accused of spreading misleading and false information 

which has caused Facebook to remove 687 accounts and pages that linked to the Congress 

party due to its “coordinated unauthentic behavior. Similarly, 200 Facebook pages that were 

Pro-BJP were also alleged taken down. The power of WhatsApp in promoting misleading or 

false information poses as a severe issue as untrustworthy posts that are not promoted by 

official party accounts are often spread widely by internet users supporting the parties; these 

posts are then shared by politicians sometimes. (Scott).  

 

Facebook   

According to a study published in the journal Nature: Human Behavior, Facebook is 

considered as the worst perpetrator of spreading fake news compared to other media platforms 

such as Google, Twitter, and webmail providers such as Gmail and Yahoo. According to 

research conducted by Andrew Guess of Princeton University, Facebook is the referrer site for 

untrustworthy news source over 15% of the time; Facebook only directs users to authoritative 

news sites 6% of the time. Research states that ““This pattern of differential Facebook visits 

immediately prior to untrustworthy website visits is not observed for Google (3.3% untrustworthy 
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news versus 6.2% hard news) or Twitter (1% untrustworthy versus 1.5% hard news).” (Guess). 

Although Facebook is known to have information that misleads many of its users, the platform is 

currently working to stop misinformation and false news. On April 7th of 2017, Facebook 

announced that they are working to fight the proliferation of false news in three areas: 

“disrupting economic incentives because most false news is financially motivated, building new 

products to curb the spread of false news; and helping people make more informed decisions 

when they encounter false news.” (Mosseri)  

 

Google  

As hate speech and misinformation can be spread quickly through search engines such 

as Google, the firm has actively tacked this issue with new tools that help users report offensive 

or misleading content and to improve results generated by its algorithm. In order to do so, the 

firm has an autocomplete function that would allow users to complain about misleading, hateful, 

or inaccurate information. Google is also working on refining its search engine to surface more 

authoritative pages and demote low-quality content and that feedback mechanisms are created 

to clearly labelled categories so that users can inform the firm directly if they find sensitive or 

unhelpful content. (Hern).  

Youtube   

 As Youtube is a video sharing platform that allows users all over the world to share 

content with free expression, the proliferation of hate speech and misinformation is a prominent 

issue on the platform. Although the platform cannot regulate all content that contains 

misinformation or hate speech, they are working towards minimizing the spread in order to 

prevent users from reaching this type of content. According to Youtube’s Community 

Guidelines, they have updated their hate speech policy to prohibit videos that discriminate, 

segregate or exclude attributes such as race, gender, age, caste, religion, veteran, or sexual 

orientation. In order to consistently enforce this policy, they have claimed to expand their review 

team’s linguistic and subject matter expertise. Other than removing content that violates this 

updated policy, they also work to reduce recommendations of content that come close to 

violating their guidelines.  

  

Timeline of Events 

Date Description of event 
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2017 

 

Facebook has published a statement about combatting misinformation and false 

news on its platform. As they recognize that false news is harmful to its 

community, they have been working to fight the spread of false news by 

disrupting economic incentives so that false news are not financially motivated, 

building products that avoid the spread of false news, and raising awareness 

amongst the community on how to make informed decisions when they come 

across false news. (Mosseri)  

 

2019 

 

The proliferation of misinformation and hate speech online has been a severe 

issue in the midst of the COVID-19 pandemic. It is apparent that widespread 

fake news can threaten public health due to the misinformation coming from 

platforms or government agencies with a specific purpose or agenda. For 

instance, India tended generalize Indian 

 

2019 

 

 

 

 

 

 

Youtube announced an update to their hate speech policy about prohibiting all 

content that justifies a group being superior by degrading others. They have 

also invested in a network of over 180 academics NGOs, and government 

partners that bring valuable expertise in order to enforce their policies. These 

third parties include the Trusted Flagger program, Faith Matters, JFDA, Licra 

and Obseratorio Web 

 

 

 

 

  

2020 

 

 

 

 

 

 

Russia news outlets such as RT and Kremlin have been discovered to promote 

Brexit supporters and undermine Clinton’s 2016 U.S. presidential bid. These 

platforms have been creating controversy by creating biased information that 

ultimately boosts Russia’s image globally. Moreover, 23 journalists from RT, a 

platform that has millions of followers across social media, mentioned that their 

job included promoting anti-West narratives by skewing news output.  
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Relevant UN Treaties and Events 

● Promoting interreligious and intercultural dialogue and tolerance in countering hate 

speech: resolution / adopted by the General Assembly (A/Res/75/309)  

● Promoting interreligious and intercultural dialogue and tolerance in countering hate 

speech: resolution / adopted by the General Assembly (A/Res/73/328) 

● General recommendation no.35 on combating racist hate speech: Committee on the 

Elimination of Racial Discrimination (CERD/C/83/R.1)  

● United Nations guidance note on addressing and countering COVID-19 related hate 

speech (2020-05-11)  

Previous Attempts to solve the Issue   

Australia  

Australia has combatted the proliferation of disinformation campaigns and media literacy by 

using media literacy campaigns task force set up by the task force. In 2018, the government set 

up a task force to identify foreign campaigns targeting upcoming Australian elections and 

cyberattacks. In the country, ads associated with politics are required to be transparent about 

the author and funder. In April of 2019, Australia has also set up a “Stop and Consider” 

campaign to encourage eligible voters to be aware of their sources originate from.  

Brazil   

The country has focused on election misinformation and combatted this issue by setting up 

government task force, 20 draft bills, government fact-checking, and platform agreements; they 

have announced to “identify and punish the authors of fake news,” via twitter on January 9th, 

2018. 20 draft bills in the Brazilian Congress were created as of May 11th, 2018 in order to 

criminalize the distribution of misinformation online prior to the election. Large fines are also 

implemented, ranging from $400 dollars up to eight years of prison time for crimes such as 
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spreading fake news stories to publishing false information on press accounts. An agreement 

with Facebook and Google was established by the Brazilian government in order to “combat 

disinformation generated by third parties.”  

Canada 

Canada aims to focus on issues regarding media literacy and foreign disinformation campaigns 

by creating literacy campaigns and using government task force. The Canadian government has 

announced its effort to combat misinformation before its elections in the fall in January 2019. 

The country has also called on social media platforms to act on stopping the proliferation of 

disinformation before the election; this is stated in Bill C-79 that aims to push companies of 

online platforms to demonstrate transparency about their advertising and anti-disinformation 

policies. Canada has also stated that they are funding $7 million to projects aiming to increase 

public awareness of the proliferation of misinformation online.  

China  

China has some of the strictest laws in the world regarding the proliferation of misinformation. 

The country aims to combat this issue by implementing laws and using online reporting portals. 

The government has criminalized the spreading and creating of rumors that undermine 

economic and social order in 2016, according the Foreign Policy. The country has also 

established a law in 2017 that requires online platforms to only republish and link news articles 

from registered news data. The authorities of China have also launched an app that allows its 

citizens to report potential misinformation in August of 2018. The app is also able to 

automatically detect rumors and has accounts on Chinese platforms such as Weibo and 

WeChat where it broadcasts reports from state-owned media. (Reuters).  

 

Possible Solutions  

Online Privacy  

As previous attempts at combatting the proliferation of misinformation and hate speech online in different 

countries have been effective in solving the issue, it is also important for citizens to identify these types 

of information for themselves. Personal data has become valuable in the world, especially for businesses 

that need the information attract users to their algorithm. As targeted advertising in recent years have 

been able to take attention away from traditional media outlets, this phenomenon has destroyed the 

business models that supported quality journalism and created news filled by misinformation and hate 

speech. As a result, strong federal privacy laws are needed in order to create less damage to the media 

business model and allow trustworthy news sources to thrive again.  
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Raising suspicion towards all information online  

Currently, the technology market is dominated by various social media platforms that provide 

advertisements that may be biased or hateful. By driving engagement and trusting these types of 

information pushes the proliferation of misinformation and hate speech as it allows these sources to 

make profit. In order to combat the proliferation of malicious information that can only create harm on the 

internet, awareness campaigns such as the #StopHateForProfit campaign should be implemented in 

order for citizens to be informed about these companies’ intentions. If more and more internet users are 

aware of misinformation and hate speech provided by these online platform companies, the proliferation 

of malicious information will not continue to rapidly arise and is able to stop biased advertisements from 

making profit.  
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Appendices 

Appendix I: 

A guide to anti-misinformation actions around the world  

https://www.poynter.org/ifcn/anti-misinformation-actions/ 

 

Appendix II:  

Disinformation Is Among the Greatest Threats to Our Democracy. Here are Three Key Ways to Fight It  

https://time.com/5944432/how-to-fight-disinformation-online/ 
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